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• Adobe 

• MS Office 

• Printer Drivers 

• MATLAB 

• AutoCad 

• plug-ins 

• Firefox, Chrome 

• VMware + tools 

• AnyConnect 

• Xcode 

• Garageband 

• Logic 

• Templates 

• IBM SPSS 

• UNIX tools 

• Python modules 

• TeamViewer 

• Fonts 

• configuration 

• BBEdit 

• Github Desktop 

• ARD config 

• SSH config 

• Flash Player 

• Java and JDK 

• Mathematica 

• MacTeX 

• X11 (Xquartz) 

• Coda 

• Dev tools 

• JMP Pro 

• admin tools



still require packages
• Non Store Apps 
• System Tools 
• UNIX 
• Hardware Drivers 
• Configuration



Left Mac App Store

• PaintCode 3 

• Sketch 

• Piezo 

• Veertu 

• Coda 

• BBEdit 

• Alfred 

• RapidWeaver



OmniGroup

• Free — two week trial 

• free document viewer 

• In-App-Purchase 

• different IAP for upgrades



OmniGroup

• Deploy 
In-App-Purchase? 

• Volume  
In-App-Purchase?



Xcode

deployment for 
non-admin users 
requires postinstall 
script



MDM only future

• many questions remain 

• MDM can install agent pkg 

• file bugs with Apple and vendors 

• talk with your Apple Representative



Installation Packages



Packages — Anatomy
• payload 

• files 

• metadata: privileges, owner 

• scripts 
• preinstall 

• postinstall



Distribution Packages
• multiple component pkgs 
• system and hardware 

requirements 
• custom interface 

• License, ReadMe 
• required for System Install 

• createOSXInstallPkg 
• AutoDMG 
• NetInstall



pkgbuild & productbuild

• CLI only 

• flat packages 

• component and distribution style



pkgbuild — build from app

$ pkgbuild --component /Applications/Numbers.app/ Numbers.pkg  
pkgbuild: Adding component at /Applications/Numbers.app/ 
pkgbuild: Inferred install-location of /Applications 
pkgbuild: Wrote package to Numbers.pkg



pkgutil — show PackageInfo

$ pkgutil --expand Numbers.pkg ./Numbers_expanded 
$ cat Numbers_expanded/PackageInfo  
<?xml version="1.0" encoding="utf-8"?> 
<pkg-info overwrite-permissions="true" relocatable="false" 
identifier="com.apple.iWork.Numbers" postinstall-action="none" 
version="4.0.5" format-version="2" generator-
version="InstallCmds-609 (16C67)" install-location="/
Applications" auth="root">







pkgbuild — custom build

$ cd ~/Projects/PolicyBanner 
$ pkgbuild --root payload \ 
           --identifier com.scriptingosx.PolicyBanner \ 
           --version 1.0 \ 
           --install-location /Library/Security \ 
           PolicyBanner-1.0.pkg





pkgbuild — build from dmg

$ hdiutil attach ~/Downloads/Firefox\ 50.1.0.dmg  

$ pkgbuild --component /Volumes/Firefox/Firefox.app \ 
           --install-location /Applications \ 
           Firefox-50.1.0.pkg 

$ hdiutil detach /Volumes/Firefox/



Other Packaging Tools



Whitebox Packages

• Powerful UI editor 

• Distribution Package UI 

• Installer JS



Jamf Composer

• Casper Suite/Jamf Pro 

• capture files from disk 

• compare before/after install 

• composer files on 
JamfNation







munki-pkg

• wrapper script for pkgbuild 

• most options in BuildInfo.plist 

• improved git interaction



quickpkg

• packages applications from disk, 
dmg, zip archives 

quickpkg /Applications/Numbers.app 

quickpkg ~/Downloads/Firefox\ 50.1.0.dmg



The Luggage

• wrapper for packagemaker/pkgbuild 

• modeled after make 

• for version control



CharlesSoft Pacifist

• shows package contents 

• de-archives individual files 
and scripts 

• QuickLook Plug-in









CharlesSoft Pacifist

$ open -a "Pacifist" installer.pkg 

alias pacifist='open -a "Pacifist"'



Suspicious Package

• shows package contents 

• export individual files 

• package review









Packaging Strategies



Packaging Strategies
• MDM + VPP 

• vendor installer 

• wrap in pkg 

• package from dmg/archive 

• track changes and capture files 

• reverse engineer installation



Automated Packaging



pkgbuild — build from dmg

$ hdiutil attach ~/Downloads/Firefox\ 50.1.0.dmg  

$ pkgbuild --component /Volumes/Firefox/Firefox.app \ 
           --install-location /Applications \ 
           Firefox-50.1.0.pkg 

$ hdiutil detach /Volumes/Firefox/



Firefox — Update 2016

• 7 major 
• 14 minor



Common workflow
• Learn about update 

• Download (dmg, pkg, zip, etc.) 

• (Re-)Package 

• Upload to management system 

• Configure for test deploymentaut
opk

g



autopkg
• Open Source Python tool 

• Community workflows (recipes) 

• extensible 

• many management systems 

• Jamf Pro, Munki, FileWave, Absolute Manage, 
DeployStudio, LanRev, MacPatch etc.



autopkg workflow

• Find Recipe: autopkg search  

• test and configure 

• run autopkg



autopkg — Find Recipe

$ autopkg search BBEdit 

Name                          Repo               Path                                
----                          ----               ----                                
BBEdit.jss.recipe             jss-recipes        BBEdit/BBEdit.jss.recipe            
BBEdit.install.recipe         recipes            Barebones/BBEdit.install.recipe     
BBEdit.pkg.recipe             recipes            Barebones/BBEdit.pkg.recipe         
BBEdit.munki.recipe           recipes            Barebones/BBEdit.munki.recipe          
BBEdit.download.recipe        recipes            Barebones/BBEdit.download.recipe    
TextWrangler.munki.recipe     recipes            Barebones/TextWrangler.munki.recipe 
BBEdit.install.recipe         rtrouton-recipes   Barebones/BBEdit.install.recipe     
BBEdit.pkg.recipe             rtrouton-recipes   Barebones/BBEdit.pkg.recipe         

To add a new recipe repo, use 'autopkg repo-add <repo name>' 

$ autopkg repo-add recipes



BBEdit.download

BBEdit.munki BBEdit.pkg

BBEdit.install BBEdit.jss



autopkg — Test

$ autopkg info BBEdit.munki 
Description:         Downloads the current installation package for BBEdit. Imports it 
                     into Munki, adding a postinstall_script that installs the command-line tools. 
Identifier:          local.munki.BBEdit 
Munki import recipe: True 
Has check phase:     True 
Builds package:      False 
Recipe file path:    ~/Library/AutoPkg/RecipeRepos/com.github.autopkg.recipes/Barebones/BBEdit.munki.recipe 
Parent recipe(s):    ~/Library/AutoPkg/RecipeRepos/com.github.autopkg.recipes/Barebones/BBEdit.download.recipe 

$ autopkg run -v BBEdit.download 

$ autopkg run -v BBEdit.munki 



autopkg — Override

$ autopkg make-override BBEdit.munki 
Override file saved to ~/Library/AutoPkg/RecipeOverrides/BBEdit.munki.recipe 



autopkg — Run

$ autopkg run BBEdit.munki 

$ autopkg run Firefox.munki GoogleChrome.munki 

$ autopkg run -l recipe_list.txt



AutoPkgr - Schedule



AutoPkgr — Notification



autopkg — Recipes
• more than 100 products 

• several management systems 

• Jamf Pro, Munki, FileWave, Absolute 
Manage, DeployStudio, LanRev, MacPatch 
etc. 

• more than 80 contributors



autopkg — Recipes

Recipes create packages/scripts that 
run as root on all clients



Transmission — KeRanger

• Download was replaced with a 
copy with Ransomware 

• Bad copy was signed with a 
stolen developer certificate 

• March and September 2016



autopkg — Trust

WARNING: Firefox.pkg is missing 
trust info and 
FAIL_RECIPES_WITHOUT_TRUST_INFO 
is not set. Proceeding...



autopkg — Trust

• obligation to audit recipes 

• mark recipe as trusted in override 

• trust info warns when any parent 
recipe updates

WARNING: Firefox.pkg is missing trust info and 
FAIL_RECIPES_WITHOUT_TRUST_INFO is not set. Proceeding...



autopkg — audit

• non-secure download URLs 

• missing code signature verification 

• modifying and creating processors 

• custom processors



autopkg — audit

$ autopkg audit BBEdit.munki 
BBEdit.munki 
    File path:        ~/L/AutoPkg/RecipeRepos/autopkg_private_recipes/Overrides/BBEdit.munki.recipe 
    Parent recipe(s): ~/L/AutoPkg/RecipeRepos/com.github.autopkg.recipes/Barebones/BBEdit.munki.recipe 
                      ~/L/AutoPkg/RecipeRepos/com.github.autopkg.recipes/Barebones/
BBEdit.download.recipe 
    The following processors are non-core and can execute arbitrary code, performing any action. 
    Be sure you understand what the processor does and/or you trust its source: 
        BarebonesURLProvider 



autopkg — update trust
• initial make-override sets trust 

• use update-trust-info after 
change 

• set preference key 
FAIL_RECIPES_WITHOUT_TRUST_INF
O to fail untrusted recipes 





Packaging for Apple 
Administrators

• Installing 

• Inspecting 

• Building 

• Application 

• Configuration 

• Strategies 

• Third Party Tools
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scriptingosx.com/books
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